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"NSO Group Technologies le (*NSO") and Circles Technologies
Ltd. are affiliates of OSY Technologm S.a.r.l (“"OSY”, and together
with any of its affiliates, the “Company™)”
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MYONI NXDIN YT AW NN T2 MNMYAND 1IN NN .IINN N PYINHN 18D D
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0N NONI MTHH NNNND NIWHN ,"DIDI” JY 10N VIBBN 29 5 ,MPNNN INKY .27
: 1202 VNN 22 NN DD VI DNMN MOV VIVKN 95 1NN NMVTMAY PRI

© Textual: Textual information includes text messages (SMS),
emails, calendar records, called history, instant messaging, contact
list, viewing history and much more. Textual information is
usually structured and small in size, therefore easier to transmit
and analyze.

@ Audio: Audio information includes intercepted calls, ambient
sounds (microphone recording) and other recorded audio files.

w Visual: Visual information includes instant cameras, photo
recovery and screenshots.

@ Files: each mobile device contains hundreds of files, some
invaluable intelligence bears, such as databases, documents,
videos and more.

® Location: tracking device location (Cell-ID and GPS) continues.
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AES-128 bit mysnNa moxm PN DNIYN INX IO TYODAN OMNMN NNavn
symmetic encryption
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N22PM) N ,ONIWO IP0PD MDY T8N 201q‘ NID2 1M 2017 720212 MITIN N Mny
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(El Poder del Consumidor) mmas maoaa 1278 1Mot 1IN Smna YPPON 99NN .50
YPNY MRPYD DTN MNPYR 2¥ On NY0N DITPA ¥ TPan prw) o0 1'0n yann
N2WNN ¥ MNPYHM PNHN NN YY NN YOV 9Y NP ANB 1 'ON Y2INN .90
MNPYR 2¥ RN NINOYNA NRND DNNMY NONI WNY INNY Mav PYTa OP0Pn
DINN2 D2OPD INVA 12 NDDDV N¥IAP) XY IMNI D¥2MYHN 0NN, 1 /00 ¥21Inn , D
D220N DMNMYP WOV VOPY MYTIN 22pY 1DNN L(0NN2 OV Y3 DRI MNIN
YU2ND P2RPI 2R N 10D YN DY AMINI LPOI00T SV AN NWD TINYnY
MDD M0 MYTIND NN NLHRI AN NIN ONININ PN SV NP M DVIDVD
JON DMINID NOMINa

Alejandro perdon pero *:1>n%> nomnw SMS 1100 1 'on y2nn S1p 2016 9P 8 oY1 51
acaba de fallecer mi padre, estamos mal, t envio los datos del velatorio, espero asistas:
PN JIN WIVID NN NDMONT WX NORN MYy o N “hxxp: #bitl.Jly,29xpUI0
MINN THR N 97 UMY DPL] 'wake-N MINN NN TV MNNSY LY A8N2 DAIX 09
http: 2/bit.ly/29xpUI0” : Nyanw mpn »X [mdn

MPRRD MPN NN NN NP man (hittp: #/bit.ly/29xpUI0 yona aspn Mepn .52
MYamn oy ©Mnen (domains) 031 M9nY (hitps: //smsmensaje. mx/91584s)
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"Business enterprises should respect human rights. This means that
they should avoid infringing on the human rights of others and should
address adverse human rights impacts with which they are involved.”
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"States must protect against human rights abuse within their territory
andsor jurisdiction by third parties, including business enterprises.
This requires taking appropriate steps to prevent, investigate, punish
and redress such abuse through effective policies, legislation,
regulations and adjudication.”
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